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Name: ___Kellie Hall___________	Date: _March 26, 2026____________

Fill in your name above, put your full response below each question, save the file using the file naming convention: “ISSC457_Week4_Assignment_LastName_FirstName.doc” where LastName is your last name and FirstName is your first name, then return this document for grading.

Upon completing lesson 4 reading, you should be able to provide information regarding the below question. 

Assignment Rubric ( 100 Points)
	Synthesis of Concepts
	60

	Writing Standards - APA format
	20

	Timeliness
	20




1. What is spam?

Spam is unsolicited bulk electronic messaging most commonly email that is sent 

without the recipient’s request and typically contains advertising, fraudulent content, or 

links and attachments that may create security risks(Scarfone & Souppaya, 2007). NIST 

defines spam as “electronic junk mail” and “the abuse of electronic messaging systems to 

indiscriminately send unsolicited bulk messages,” including unsolicited commercial 

email, which can clutter inboxes, consume resources, and serve as a delivery mechanism 

for additional threats such as phishing and malware (Scarfone & Souppaya, 2007).


2.  What is phishing?

Phishing is a type of social engineering in which unsolicited emails are sent by 

hackers with the intention  to manipulate the receiver into revealing confidential 

information by producing a sense of urgency to download an attachment containing 

malware(Kosinski, 2024). These attacks are designed to manipulate human trust and 

urgency through deceptive communication to steal credentials, access data, and deploy 

malware against individuals and organizations. Instead of targeting technical flaws 
exclusively, these attacks often rely on user error. Consequently, investigators analyze 

digital evidence, email headers, URLs, and logs to track attackers and support legal 

action(Karafili et al., 2018).
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