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Fill in your name above, put your full response below the question, save the file using the file naming convention: “ISSC455_Lab2_LastName_FirstName.doc” where LastName is your last name and FirstName is your first name, then return this document for grading.
Lab 2 Details:
Hardware/Software Setup Required

OWASP ZAP(available here :https://www.zaproxy.org/

Problem Description

OWASP ZAP allows you to scan for Web sites vulnerabilities. An administrator can use 

it to detect security problems on his or her own Web site and fix them before an attacker exploits 

them.

In this lab, you will learn how to use OWASP ZAP to scan for Web site vulnerabilities.

Estimated completion time: 60 minutes.

Outcome
Report the steps for performing the task above.

I attempted to download Paros but was unsuccessful, although I was able to install 

OWASP ZAP, which is the number one recommended replacement for Paros. The application 

features an easy-to-use interface that enables users to quickly identify security vulnerabilities in 

their websites (McCamon, 2019). The interface has an Automated Scan on in the top right 

window. The field “URL to attack” is where you enter the desired site to attack and then click 

the attack button with the lightning bolt on it. After the scan, the bottom left window will list the 

vulnerabilities. You can click each alert to get more information about it. The window that pops 

up will have a description of the alert, a solution for that problem, and also resources to reference 

each problem. Like Paros, this site can help you identify issues with a website and then repair 

them before a hacker can exploit the problem. You can save all your reports and choose to record 

the entire session when the application starts up.


Validation/Evaluation

Add a website to OWASP ZAP
·
Scan for vulnerabilities to a cached website with OWASP ZAP
Lab Solution
1. 1. Download and install OWASP ZAP. 

OWASP ZAP can only scan for vulnerabilities on cached websites. The first 
thing to do is to cache websites with ZAP. To cache a website, you need to open it with your preferred Web browser. Launched OWASP ZAP and chose to create a new session (File → New Session) to store scan data for the lab.

2. Open your Web browser. Note: For this exercise, we will use Google Chrome as our 
           Web browser.
 Scan a website for vulnerabilities.



3. ZAP can scan for vulnerabilities only for cached websites. To cache a Web site, you 

need to open it with your preferred Web browser. Before that, you need to change the 

proxy settings for your Web browser. 

4. Open your Web browser. Note: For this exercise, we will use Google Chrome as our 

Web browser.


5. Click on the “Customize and control Google Chrome” button and select Options to 

change the proxy setting.



6. Next, select the “Under the Hood” tab and scroll down to the Network section.




7. Click on the “Change proxy settings” to open the Internet Properties window. On that 

window, click on “LAN settings.”


9. Then, mark the option “Use a proxy server for your LAN.” Type localhost on the 

Address field and 8080 on the Port field. Click OK.


10. Click OK again.



11. Click Close to return to the Web browser.


12. Now, visit the Web site you want to scan as you would normally do it with your 

browser. For example, if you want to scan your company’s Web site, type its 

corresponding URL www.flickr.com in your Web browser to open it. ZAP  will 

automatically cache it. Note: Scanning should be done in safe environment.



13. Now, to start scanning the site for common vulnerabilities, select the site from the 

Sites list on the left panel. Then, go to Analyse -> Scan. ZAP will automatically start 

scanning your website.



14. Wait until ZAP finishes scanning your site. 



15. Go to the Alerts tab on the bottom panel to view all the security problems ZAP found

 for www.flickr.com.



16. At this point, you should try to fix all the issues listed and make your Web site 

stronger.



17. Change back the proxy configuration on your Web browser.

18. Close all windows.










References

OWASP ZAP – Alerts. (n.d.). Www.zaproxy.org. https://www.zaproxy.org/docs/desktop/start/features/alerts/

ZAP – Sites tab. (2026). Zaproxy.org. https://www.zaproxy.org/docs/desktop/ui/tabs/sites/

image3.png
Google Chrome Options

['Basics [vinor Tweaks |[Under the Hood |

On startup: © open the home page
O Restore the pages that were open last
© open the folowing pages:

Add,

Remove

Use Current

© Use the New Tab page:

O open this page: [romeinteral

[ Show Home button on the toolbar

[Cwenace ]

The default browser is curenty Google Chrome.

Make Google Chrome my defauitbroser





image4.png
Google Chrome Options

Basics | Minor Twesks | Under the Hood |

[ 1 Use OIS pre-etding to inprove page load performance

Enable phishing and malware protection

01 Help make Google Chrome better by automatically sending usage statistics
and crash reports to Googie:

Cookie settings:
[Alow all cookées

up a proxy to connect to the network.
‘Change proxy setings

Web Content
Notify me when a pop-up i blocked

Google Gears: _Change Google Gears settings





image5.png
Internet Properties

General | Seaity | Privacy | Content | Cormectons |programs | Advanced ]

T setup o e comecin, ik

Setup.
Dial-up and Virtual Private Network setings

[ )

Choose Settings if you need to configure 2 proxy
server for @ connecton.

Current Hore

Local Area Network (LaN) settngs

Lot etigedorot sy o dip cornecors:

Choose Settings above for dialup setings.





image6.png
Local Area Network (LAN) Settings

Automatic configuration

‘Automatic configuration may override manual settngs. To ensure the
use of manual settings, disable automatic configuration.

[ty detect sefines
[use automatic configuration script

Address

Proxy server

Use a proxy server for your LAN (These settings wil not apply to
iup or VPN comnections).

e

[Jgypass proxy server for local addresses

I ) =





image7.png
Google Chrome Options

Basics | Minor Twesks | Under the Hood |

[ 1 Use OIS pre-etding to inprove page load performance

Enable phishing and malware protection

01 Help make Google Chrome better by automatically sending usage statistics
and crash reports to Googie:

Cookie settings:
[Alow all cookées

(e

Setup a proxy to connect to the netork.
{ Change proxy setincs

‘Web Content
Notify me when a pop-up s blocked

Google Gears: _Change Google Gears settings





image8.png
1) http:/fblank/is not avaiiable

& C i v www.mycompany.com/

This webpage is not available.

‘The webpage t http://blank/ might be temporarily down or it may have moved
permanently to a new web address.

More information on this error





image9.png
) File Edit View Analyse Report Tools Import Export Online Help Untitied Session - ZAP 2.17.0 - 0o X
Sandaraode |1 B W EHGE I EEEIEHTDE& 8 VO %@ -mo 0 e
@sites & § & auikstart = Request = Response (7 Requester
enod
o < Automated Scan ZAP.,
(5] Defauit Context Checkmarx
@ sites
This screen allows youo launch an automated scan against an application - Just enter ts URL below and press Attack.
£ Y nitplocsp.usertust com
[ ntipiiupdate. leapis.com Please be aware that you should only attack applications that you have been specifically been given permission to test.
L3 nitp:clients2.google.com
(S]]
' htpdconnechiycheck gstaiccom URLtosttack: hitpfacebookcom v @ select
2 it digicert com Use traditonal spider:
LI it pid goog Use ajax spider: filodem | with | Chrome B
3 bt clencrorg
5 Atack stop
[ [ ntipuiiciientsenvices. googleapis.com
Progress Failed o attack the URL received a 400 response code, expected 20
Shisty O Seach [FUAets | ]Ouput W Spider W AASpider D AdveScan
@ @  Fiter OFF & Export &
D ‘Source. Req. Timestamp. Method URL Code Reason RTT ‘Size Resp. Body Highest Alert Note Tags
7 = Proxy 3/22/26, 1:50:08 PM GET ‘hitp:/ix1.c.lencr.org/ 304 Not Modified 86ms 0 bytes.
9 = Proxy 3122/26, 1:50:09 PM GET ‘hitp:iic.pki.googirigsri.crl 304 Not Modified 83ms 0 bytes. [ Informational
12 &= Proxy 3122/26, 1:50:09 PM GET ‘hitp:iic.pki.googirird.crl 304 Not Modified 37ms 0 bytes. [ Informational
13 = Proxy 3122/26, 1:50:09 PM GET ‘hitp:/icri3.digicert com/DigiCerfTrustedRootG4.crl 304 Not Modified 84ms 0 bytes.
15 &= Proxy 3122126, 1:58:49 PM POST ‘hitp:iiclientsenvices.googleapis.com/umai2. 200 OK 174ms 2bytes P Low
16 = Proxy 3122/26, 2:03:28 PM GET ‘http:iiclientservices.googleapis.com/chrome-variations. 304 Not Modified 93ms 0 bytes.
17 &= Proxy GET hitp:/iconnectivitycheck gstatic.com/generate_204 204 No Content 85 ms. 0 bytes.
20 = Proxy GET ‘hitp:/iconnectivitycheck gstatic.com/generate_204 204 No Content 29ms 0 bytes.
21 &= Proxy GET ‘htp:/fickr.com./. 301 Moved Permanently 98 ms 167 bytes
23 &= Proxy 3122126, 2:24:37 PM GET ‘hitp:/iconnectivitycheck gstatic.com/generate_204 204 No Content 39ms 0 bytes.
24 = Proxy 3122126, 2:26:37 PM GET ‘hitp:/iconnectivitycheck gstatic.com/generate_204 204 No Content 37ms 0 bytes.
25 = Proxy 3122126, 2:28:49 PM POST ‘hitp:iiclientsenvices.googleapis.com/umai2. 200 OK 262ms. 2bytes P Low
26 = Proxy 3122/26, 2:30:30 PM GET ‘http:/Mickr.com. 200 OK 127 ms 54,479 bytes. P Medium Form, Script, Comment
242 = Proxy 3122/26, 2:33:28 PM GET ‘http:iiclientservices.googleapis.com/chrome-variations. 304 Not Modified 120ms 0 bytes.
243 = Proxy 3122126, 2:4221PM GET ‘hitp:/iconnectivitycheck gstatic.com/generate_204 204 No Content 99ms. 0 bytes.
244+ Proxy 3122126, 2:44:18 PM GET ‘http:/Mickr.com. 200 OK 90 ms. 54,479 bytes. Form, Script, Comment
253 = Proxy 3122126, 2:4421PM GET ‘hitp:/iconnectivitycheck gstatic.com/generate_204 204 No Content 40 ms. 0 bytes.
468 += Proxy 3122126, 2:47:08 PM GET ‘hitp:iiclients2.google.comftime/1/current?cup2key=9:_t. 200 OK 87ms 82 bytes. JSON
472 = Proxy 3122126, 3:02:00 PM POST http:iiclientsenvices.googleapis.com/umai2. 200 OK 221 ms 2bytes U Low

hierts 10 6 {15 [ Wain oy localnost8080

CurrentStatus $ 0 §0 2 0 ©0 0 0 W0 D0 D0 0





image10.png
W File Edt View Anase Repot Tools Import Export Online Help Untitied Session - ZAP 2.17.0 - B0 X

Sandaraode |1 B W EHGE I EEEIEHTDE& 8 VO %@ =
@sites & § & auikstart = Request = Response (7 Requester
ega3
< ZAP.,
%’n‘)‘ﬁumnm Automated Scan Checkmaxrx
@ sites

This screen allows you to launch an automated scan against an application - just enter its URL below and press "Attack’
5 hitpMicks.com.

(3 itpuiiconnectivitycheck gstatic.
(3 itp:icri3 digicert com

(59 tpiic pki goog

5 it clencrorg

Please be aware that you should only attack applications that you have been specifically been given permission totest

URL to attack: hitp:/fiickr. com. v | @ select.

U nttp:iclientservices.google Use traditional spider:
Use ajax spider: fhodem | with | Chrome v
5 Atack stop
Progress: Attack complete - see the Alerts tab for defails o any issues found
Eristoy G Searcn [Alts | ]Ouput #spiver & ¥ $AXSpider D Advescan
#NewScan Progress: | 0: hitp:/fickr.com. T, ¥ CurrentScans:0 URLs Found:7 Nodes Added:2 & Export
URLs  AddedNodes  Messages
Processed Wethod WRI Flags E
® GET hitp:/Alickr.com. Seed
® GET hitp:/Alickr.com.robots bt Seed
® GET hitp:Alickr.com /sitemap.xmi Seed
® GET hitp:/Alickr.com./ Seed
[ GET hitps:/Alickr.comirobots it Out of Scope:
[ GET hitps:/Alickr.com! Out of Scope:
] GET hitps:/Alickr.comsitemap.xmi Out of Scope:

Aerts 10 6 {13 83 Main Prow localhost8080 Current Status @0 $0 2 0 00 /0 0 Ho Do Do #o





image11.png
O File Edit View Analyse Report Tools
StandardMode v || &3 &

@sites & § & auikstart = Request = Response (7 Requester
eqgEn
coness < Automated Scan ZAP,,
(2] Default Context Checkmarx
@ sites.
This screen allows you to launch an automated scan against an application - just enter its URL below and press ‘Attack’.
Y htpiicks.com.
hitp:/iconns itycheck gstatic Please be aware that you should only attack applications that you have been specifically been given permission to test.
[ httpusicni3. digicert com
Y hipiicpkigoog
s crencors URL o stack it Mok com. | @seleat
Y htpicientsenices.google Use raditonal spider
oo [ ) i (oo
7 atack Stop
s ot ot ottt et ses o
Shisty @ Search  MAeis [ JOuput  WSpider  WAXSpider ) AdveScan
X Wars Ful detals of any selected alet will be displayed here.
5 Alerts (12)

R Absence of Anti-CSRF Tokens (2)

R CSP: Failure to Defne Direcive with No Falloack

R CsP: script-src unsafe-inline

R CSP: style-src unsafe-inline

R HTTP to HTTPS Insecure Transiton in Form Post

[ sub Resource Integrity Attribute Missing (3)

{4 Cross-Domain JavaScript Source File Inclusion (3)

[ Server Leaks Version Information via “Server” HTTP Respans
[FU X-Content-Type-Options Header Missing (3)

R Modern Web Application

Aers 0 o (U3 [3 |Main Prosy localhoste080

Import  Export Online  Help
EE-IEIEE]-El=El=EEEE )

Untitied Session - ZAP 2.17.0 - o x

%@ -mo 0 e

You can manually add alerts by right clicking on the relevant line in the history and selecting ‘Add alert

You can also edit existing alerts by double clicking on them.

CurrentStatus B0 B0 20 @0 S0 H0 H0 D0 D0 %o|




image12.png
URL: hitp:ic.pki googhrigsri.crl

Risk: Informational ~

Confidence: | Medium ~

Parameter: -

Attack:

Evidence: | Age: 847

CWE ID: 525 <

WASCID: | 0 <
Description:

‘The content was retrieved from a shared cache. Ifthe response data s
sensitive, personal o user-specifc,this may resultin sensitive
information being leaked. In some cases, this may even resultin a user
Other Info:

The presence of the ‘Age’ header indicates that a HTTPI1.1 compliant
caching serveris in use.

‘Solution:
Validate that the response does not contain sensitive, personal or

user-specific information. I it does, consider the use of the following
HTTP response headers, to limi, or prevent the content being stored and

Reference:

hitps:/datatracker ietf org/dochtmifc7234
hitps /datatracker ieff org/dochtmiifc7231
hitps:/www rfc-editor org/cifcd 110 tml

Alert Tags:
+

Key Value =
WSTG-v42-ATHN-06 hitps:/iowasp.orghwww-project we.





image1.png
O Fle Edt View Anahse Report Tools Impot Export Online Help Unitied Session - 24P 2.17.0 - 0 x

Sandardode V|1 B H W G I EEOE 0T DE& 8 V(O %@ -mo 0 e
@sites & § & auikstart = Request = Response (7 Requester |
ega3
ZA ZAP.,
E’n‘)‘ﬁumnm Welcome to P Checkmaxrx
@ sites 24P is an easyto use Integrated penetration testing tool for finding vuinerabilties in web applications.

Ifyou are newto ZAP then itis bestto startwith one of the options below.

QD Ve i

Automated Scan Manual Explore Leam More.

News
Leamn all about 2.17.0in the ZAP blog post | Learn More ’

Hhsty  Cseacn MAets |Jouput 4 ,
© @ T Fiter: OFF & Export & 4
D Source Req. Timestamp. Method URL Code Reason RTT ‘Size Resp. Body Highest Alert Note Tags |

Alerts M0 Mo [FUo MU0 Main Proxy: localhost8080 CurrentStatus @60 0 X0 @0 L0 H0 %o @0 @0 %0 |




image2.png
2L WK3 Lab 2 x Nl Free APA Citation Gener: X & New Tab x 4+ — (m] X

C G Search Google or type a URL |zl ®

Apps 38 @ Google <9 Ancestry Home [E Amazonsmile.com:..  [kM HILCO Coop » [ Al Bookmarks

®

a

Gmail Images

Google

+

‘Add shortcut





